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s tep # 1 Internet Properties

ome page

Go to "Stal‘t", ﬁnd _& “You can change which page to use for your home page.

Address

the IE Explorer Icon,
right-click, then select
“"Properties” Tempotasy ntemst lez

@& Y for quick viewing later.

General | Securty | Privacy | Content| Conneclions | Programs | Advanced

RPIX
Internet Properties EI

General| Secuiity | Privacy | Content| Connections - Programs | Advanced

Select a Web content 2one to specily its security ssttings

Localinbianet  Trusted sites  Resticted

Pages you view on the Intemet are stored in a special folder sites

Internet

[Detete Cookies..| [ Delete Fies... | [ Settings

Thiz zone contains all Web sites you

Step #2

At the top of the page,
click on the "Security”
tab.

Days to keep pages in history

ﬁ quick access lo recently viewed pages

20 3 [ Clear History |

§ haven't placed in othes zones
 for thes zone

Custom
Custom settings
- To change the seltings, click Custom Level
- To use the recommended seitings. chck Defaul Level

Caloss... ! | Fonts..

| l Languages... ] ‘:ﬁccess-b*‘,v... |

[_ox ][ concd ]

[ CustomLevel. | [ DefaulLevel |

Step #3

Following are suggested Security
Settings. The critical one is to "Prompt”
when asked to "Download Unsigned
ActiveX Controls”.

$r .NET Framework-reliant components
S Run components not signed with Authenticode
P .
() Disable
() Enable
™\
() Prompt
$r Run components signed with Authenticode
™\ .
() Disable
(®) Enable
™\
() Prompt
¥ Activex controls and plug-ins
|¥] Automatic prompting for ActiveX controls
P .
() Disable
~ ® Enable
|¢] Binary and script behaviors
() administrator approved
() Disable
_ () Enable
|¢] Download signed ActiveX controls
(O Disable
(®) Enable
O Prompt
|¢] Download unsigned ActiveX controls
O Disable
() Enable
7 @ Prompt
|¢] Initislize and script ActiveX controls not marked as safe
() Disable
O Enable

@ Prompt

[ o ) [ conca

Step #4

You can either "Enable” or Prompt” for
ActiveX Controls to run.

_!'] Run ActiveX controls and plug-ins
P i 5 s
() Administrator approved
P i o
(_) Disable
(*) Enable
£

QO Prompt

|¢] Script ActiveX controls marked safe for scripting
£ .
() Disable
(®) Enable
£
() Prompt

3 Downloads

_ﬂ;?, Autornatic prompting For file downloads
() Disable
(®) Enable

3 File download
() Disable
(®) Enable

3 Font download
() Disable
(®) Enable
O Prompt

£} Java M

E Jav{?:\ermissinns
~
() Custom

O Disable Java
() High safety
(®) Low safety
O Medium safety
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Step #5

There are no items on this page that are critical to the
operation of SecureMasterUSA DVRs, so you do not need to

change the original Windows Defaults.

&] Miscellaneous
&) Access data sources across domains
O Disable
() Enable
@' Prompt
] Allow META REFRESH
O Disable
® Enable
7 allow scripting of Internet Explarer Webbrowser contre
O Disable
® Enable
@:] Allow,zcript-initiated windows without size or position @

O Disable
(®) Enable
&] Allow Web pages to use restricted protocols for active

O Disable
O Enable
(%) Prompt
4"—5_] Display mixed content
O Disable
() Enable
@ Prompt
@J Don't prompt For client certificate selection when no ce
(®) Disable
(O Enable
@J Draqg and drop or copy and paste files
() Disable
(®) Enable
O Prompt
é".-_:] Installation of desktop items
O Disable
() Enable
{*:'} Prompt
@:] Launching programs and files in an IFRAME
() Disable
O Enable
@& Prompt
' Mavigate sub-frames across different domains
O Disable
(® Enable
O Prompt

g] Open files based on content, not file extension
() Disable
(®) Enable

&) Software channel permissions
() High safety
(® Low safety
O Medium safety

1 Submit nonencrypted Farm data

O Disable
(*) Enable
".:} Prompt

g] lUse Pop-up Blocker
() Disable
(® Enable

& Userdata persistence
() Disable
(® Enable %5

&) web sites in'I¥ss privileged web content zone can navi
() Disable
(® Enable
Cf' Prompt

'_g Scripting

_-@ Active scripking
O Disable
(®) Enable
C' Prompt

@ Allow paste operations via script
(O Disable
® Enable
() Prompt

i—g] Scripting of Java applets
O Disable F[»%g
(®) Enable
C_f' Prompt

ﬁ User Authentication

Logon
O anonymous logon
() automatic logon only in Intranet zone
(%) automatic logon with current username and passw
() Prompt for user name and password
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Step #6

After returning to the IE Properties screen, : -
click on the Icon that says “"Trusted Sites”. @ ‘ﬁ o a
Intemet Local mtranet Restricted

stes

General | Secunty | Privacy | Content | Connections | Programs | Advanced

Select aWeb content zone to specify its security seltings.

Trusted sites
This zone contains Web sites that you [ Sites

trust not to damage your computer of

data.

Trusted sites I 9 Ia Secunty level for this zone

Custom
Q ‘You can add and remove Web sites from this zone. all Web sites Custom settings.

! in this zone will use the zone's security settings, - To change the seltings, click Custom Level.
- To use the recommended settings, chck Default Level.

Mo sites are in this zone,

Add this Web site ko the zone:
http:/§200.100.20. ]_USI [ Custom Level .. i [ Default Level J

‘Web sites: [ = ][ -
http:ff200,100,20,105 ancel J

[C1Require server verification (https:) For all sites in this zone

OK I l Cancel

Step #7

After returning to the IE Properties screen, click on the Icon that says
"Trusted Sites”.

Check out our Technical White Papers for more information.
http://www.SecureMasterUSA.com/White_Pages.htm

For more information, see your Users Manual or contact us at
“"Tech@SecureMasterUSA.com”.




